FIPS 140-2 Consolidated Validation Certificate

el

The Communications Security
Establishment of the Government
of Canada

The National Institute of Standards
and Technology of the United States
of America

Consolidated Certificate No. 0014

The National Institute of Standards and Technology, as the United States FIPS 140-2 Cryptographic Module Validation Authority; and the
Communications Security Establishment Canada, as the Canadian FIPS 140-2 Cryptographic Module Validation Authority; hereby validate the
FIPS 140-2 testing results of the cryptographic modules listed below in accordance with the Derived Test Requirements for FIPS 140-2, Security
Requirements for Cryptographic Modules. FIPS 140-2 specifies the security requirements that are to be satisfied by a cryptographic module
utilized within a security system protecting Sensitive Information (United States) or Protected Information (Canada) within computer and
telecommunications systems (including voice systems).

Products which use a cryptographic module identified below may be labeled as complying with the requirements of FIPS 140-2 so long as the
product, throughout its life-cycle, continues to use the validated version of the cryptographic module as specified in this consolidated certificate.
The validation report contains additional details concerning test results. No reliability test has been performed and no warranty of the products by
both agencies is either expressed or implied.

FIPS 140-2 provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the
wide range and potential applications and environments in which cryptographic modules may be employed. The security requirements cover
eleven areas related to the secure design and implementation of a cryptographic module.

The scope of conformance achieved by the cryptographic modules as tested are identified and listed on the Cryptographic Module Validation
Program website. The website listing is the official list of validated cryptographic modules. Each validation entry corresponds to a uniquely
assigned certificate number. Associated with each certificate number is the module name(s), module versioning information, applicable caveats,
module type, date of initial validation and applicable revisions, Overall Level, individual Levels if different than the Overall Level, FIPS-approved
and other algorithms, vendor contact information, a vendor provided description and the accredited Cryptographic Module Testing laboratory
which performed the testing.
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http://csrc.nist.qov/groups/STM/cmvp/documents/140-1/140val-all.htm

Certificate Validation / Module Name(s) Vendor Name Version Information
Number Posting Date
1670 02/02/2012 CAT862 Dolby JPEG 2000/MPEG-  Dolby Laboratories, Inc. Hardware Versions: P/N CAT862Z,
2 Media Block IDC Revisions FIPS_1.0, FIPS 1.1,
FIPS_1.2 and FIPS_1.3; Firmware
Version: 4.4.0.37
1671 02/06/2012 CryptoCore Module Sensage, Inc. Software Version: 1.0
1672 02/06/2012 IBM® z/OS® Version 1 Release 13  IBM Corporation Hardware Version: CPACF (P/N
ICSF PKCS#11 Cryptographic COP) and optional 4765-001 (P/N
Module 45D6048); Software Version: ICSF
level HCR7780 w/ APAR OA36882
and RACF level HRF7780;
Firmware Version: CPACF (FC3863
w/ System Driver Level 86E) and
optional 4765-001 (elced7a0)
1673 02/06/2012 Secure Router 2330 Avaya, Inc. Hardware Version: Chassis: 2330,

Interface Cards: 2-port T1L/E1 Small
Card (Assembly Number: 333-
70225-01 Rev 4); 2-port Serial

Small Card (Assembly Number: 333-
70240-01 Rev 02.0011); 1-port
ADSL2+ Annex A Small Card
(Assembly Number: 333-70260-01
Rev 01); Firmware Version:
10.3.0.100
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Posting Date
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Module Name(s)

Vendor Name

Version Information

1674

02/06/2012

Secure Router 4134

Avaya, Inc.

Hardware Version: Chassis: 4134,
Interface Cards: 2-port T1/E1 Small
Card (Assembly Number: 333-
70225-01 Rev 4); 2-port Serial
Small Card (Assembly Number: 333-
70240-01 Rev 02.0011); 1-port
ADSL2+ Annex A Small Card
(Assembly Number: 333-70260-01
Rev 01); 1-port HSSI Medium Card
(Part Number: 333-70290-01 Rev
9); 1-port Channelized / Clear
Channel T3 Medium Card (Part
Number: 333-70280-01 Rev 8); 8-
port T1/E1 Medium Card (Part
Number: 333-70275-01 Rev
01.0012); 10-port Gigabit Ethernet
(GbE) Medium Card (Part Number:
333-70330-01 Rev 01.0023); 24-
port Fast Ethernet (FE) Medium
Card (Part Number: 333-70325-01
Rev 15); 24-port Fast
Ethernet/Power over Ethernet
(FE/PoE) Medium Card (Part
Number: 333-70325-02 Rev
01.0017); Firmware Version:
10.3.0.100

1675

02/06/2012

Uplogix 430 [1] and 3200 [2]

Uplogix, Inc.

Hardware Versions: (43-1002-50
and 43-1102-50) [1] and (37-0326-
03 and 37-0326-04) [2]; Firmware
Version: 4.3.5.19979

1677

02/09/2012

McAfee Endpoint Encryption Disk
Driver Cryptographic Module 1.0

McAfee, Inc.

Software Version: 6.1.3

1678

02/09/2012

StarSign Crypto USB Token
powered by Sm@rtCafé Expert 6.0

Giesecke & Devrient

Hardware Version: P5CC081;
Firmware Version: Sm@rtCafT
Expert 6.0

1679

02/14/2012

CN1000 Fibre Channel Encryptor

Senetas Corporation Ltd.

Hardware Version: A5175B;
Firmware Version: 1.9.3

1680

02/14/2012

Absolute Encryption Engine

Absolute Software Corporation

Software Version: 1.2.0.46
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Certificate Validation / Module Name(s) Vendor Name Version Information
Number Posting Date
1681 02/28/2012 PGP Software Developer's Kit Symantec Corporation Software Version: 4.2.1
(SDK) Cryptographic Module
1682 02/14/2012 Voltage IBE Cryptographic Module  Voltage Security, Inc. Software Version: 4.0
1683 02/15/2012 Communication Server Lenel Systems International, Inc. Software Versions: 5.12.110,
6.0.148, 6.1.22, 6.3.249 or 6.4.500
1684 02/24/2012 PGP Cryptographic Engine Symantec Corporation Software Version: 4.2.1

Page 4 of 4

2/29/2012



	ConsolidatedCertificate



